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No break in the code war

“The business of intercepting and interpreting the radio transmissions of potential enémles broWs steadily
‘more sophisticated, more expensive "

John Marriott

fs the pen name of a
retired RN officer who
writes on defence
matters for British,
Europcan and US
periodicals

-fare.

Last week, senior officers of all NATO nations -

met for a three day conference at the SHAPE
headquarters near Brusseéls to discuss a
subject which is commanding increasing
attention—electronic warfare. In the words
of General Sir Walter Walker, who has just
relinquished the command of NATO's
Northern Area, “In a limited aggression
situation, the skilled use of electronic war-
fare by Soviet forces could be an overwhelm-
jng factor in deciding the outcome of the

battle.” Interception of cnemy transmissions

is one of_the key clements in electronic war-

When the Second World War began,
Britain's own intercept organisation, which
had done excellent work during the First
World War, had dwindled . to practically
nothing. However, the principles were well

“known and it was not long before Britain had

established listening posts all over the world.

‘Perhaps because the techniques had not been

: - kept alive, Britain's cyphers were singularly

jnsccure and German inteclligence was able
to break them with little difficulty. At the
same time, British cryptographers were able
to read many of the German sccrct messages
—s0 honours were about even.

By 1943, Britain had.built up an efficient
jntercept organisation, known as - the Y'
service. It consisted of a large number of
intercept stations, a direction finding net
(directed primarily against the U boats) and
a headquarters situated in a stately home at
Bletchley Park, Buckinghamshire. The '
service grew apace, and by the end of the
war no less than 235000 persons were

" employed on this work.

The generic term for the business today is

" . Signal Intelligence (Sigint). This is divided

_into two halves—Communication Intelligence

(Comint) and Electronic Intelligence (Elint).
The basis of successful cryptanalysis is to
have the maximum possible amount of traffic
to work on. Comint organisations, thercfore,
endeavour to intercept as much enemy 'signal
traffic as possible. This may mean establishing

listening stations close to an enemy border

(or in the air) to intercept frequencies which
travel over line of sight paths such as VIHF,

- UHF and microwave, or in good receiving

sites at strategic points around the world to
intercept high frequency communications.
The listening stations themselves can vary
between huge receiving complexes, with

" perhaps 100 or more receivers together with

their associated forest of aecrials; a UHF

' _recciver in a jecp or on top of a haystack,

"Ap'ib:.ro_yed _Fb

and receivers in aircraft or satcllites.
The intercepted traffic must, of course, be .
got back quickly to a central headquarters for

equipped with their own cyphers. The raw

intercepted traffic which has been cyphered- - -
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up before transmission js decyphered at the
headquarters. Using modern on-ine cypher
machines, this work is nowhere ncar as
laborious as it sounds.

The traffic arriving at the headquarters is

"subjected to two processes: traffic analysis

and cryptanalysis. The former is a method
of gleaning intelligence from the scrutiny of
traffic passed, without necessarily knowing
its contents, and the latter is actual cypher

. breaking. The very volume of traffic alone

may indicate that something is happening, or
about to happen; but apart from this, move-
ments of units can often be deduced simply
by the manner in which a signal is routed.
Suppose that a warship, whose call sign is
ABC, is heard regularly working a Black Sea
shore station. Suddenly she is not heard for
two weeks; then she is once again picked up,

.by another listening post, calling a Vladivos-

tok shore station and thereafter she is heard’
working this station regularly. Obviously she
has moved from the Mediterranean area to
eastern  Russia. The ship could of course
change her call sign, but even then it is
sometimes possible to recognise a ship’s
actual transmitter. Transmitters, like type-
writers, often have small characteristics un-
noticeable to the human senses but instantly
detectable by electronic analysis. .

“Another useful method of recognising a

-*particular unit, so long as the morse code is

still with us, is by “fingerprinting” its opera-
tors—most -of whom have certain peculiari-
ties, onc perhaps making his dashes slightly
too short, another hurrying over certain
letters and so on. By recording messages and
analysing them by mecans of an oscilloscope it
is possible to note these idiosyncracies. This
useful give-away is, however, gradually being
lost as morsc code is replaced by teletype
and data transmissions generally.

_The unbreakable codes

A modern cypher, working on the one time
principle, is virtually unbreakable. The
simplest form of “one timing” is to.code-up
the message from a code book into num-
bered groups. These groups are then sub-
tracted from (or added to) & recyphering
table of similar groups, but tne groups so
used are never used more than once. This
system has now becn replaced by machines
which do the entire process automatically. In
fact, it is possible to type out the message
en clair and the machine will produce the
encyphered version as fast as one can type,
the one time recyphering tables being fed
into the machine on tape, which is then des-
troyed to ensure that it is never used again.
A refinement is to put the proccss on-line,
with the encyphered version produced on
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What is the situation today? Nobody out-
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C NASHINGION, Auz. 16 =
Wany United States military
plannery, looking to the pos-
eible results of change In Wagh-|
ington’s policy on China, ba-'
ficve that a withdrawel of
‘Amenican forces and installas
tions from Taiwan would not
wubstantialiy weaken this coun-

‘iry’s strategic position in "the
JYear East, ‘

Senjor military men  infer-

vould rathor not ste a
sudden reduction fa forces on
the Nationalist-held  island,
they foresaw no dire conse-
guences 3f political .decisions
ealled for withdrawal as urged
by Pcking.

Promicr Chou ¥u-lai of China,
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€Stores of tactical nucleav
weapons for usce agzinst China,
in the event of & major ware |
Victanm ¥uilonts Cited
On the first factor, military)
planners say that as the United
States coniinueg 1o roduce its
troops aud activity in South
Vietnam, the need for repair
and resupply facilities dimin-
jshes.
of the fewer than 800
United States military porson-
ationed on Tailwen, ahout
two-thirds are involved dn the
repair and supply coffort. Thirly-
{hree C-130 transports, based
st Ching Chuan Kang Air Base,
fly regular resupply missjons to
South Vietnam and ‘Lhailand.

in meetings with visiting jour-
nalists and scholars in recent
weel:s, hag insisted ihat ths
American  military  presence
gaust be removed from Taiwan
if Washington wants morc nor-
moal relations with Peking.
Irigh American officials have
mvoided public comment on ile
demand, But latz last month,
Secralary of Defense Melvin R

The Talwan Defsnse Com-
mand, which is manned by

about 200 Americans from all
sorviees, works out contingency
pluns with Taipal under the
1654 metual seonrity treaty.
Military sources say- that if

Yy WIULIANE MEEC

speclal taThe Wewt Yerk Tones

it bocomes necessarv to reduce
this eommand 4o o handfel ofi
men, they could be based in the!
United States DBwbassy,  with
ithe others transferred to Facilic

Leird, when asked about the
gailitary  value of Amcricant
forces on Taiwan, answered:

“If we are going to perforrm
adequately and carcy forvard
on ihe Nixon dockring of part
siership, strength and showing
@ willingness to negotiate, now
je 1ot the time to take unilat-
eral actions in withdrawing or
in lessening the credibility of
our detervent.”

Advantages Outlined

- Nonectheless, miblitary plan-
ners are assessing the fmplie
cations of a force reduction on
waiwen if it should be or
dered, Tn fheir view, Jaiwan
currently offers these principal
advantages: ’ ]

GExcellent wepair facilities
$or tanks and trucks used in
Vietnam #nd a rclatively closa
supply base for the Indochina
war. '

G A relatively small headquar-
ters to develop joint contin-
geney plans for the defense of

cormmand headguarters in Hou-
oluli. rhese taen conld shuitle
batk aud worth to Taipsl as
direct consultations were re-
quired. :

The plaaners say that con-
‘tinzency plans do not include

‘the vse of American ground
‘troops in any defense of Tai-

wait, United States wmilitary in-
volvement, should it Dbecome
nceessaty, would be primarily
those of ships and planss cf
the Seventh Yieet, together
with Air Foree plenes from the
Fhilippines and Guam... .
vhe Military assistance and
Advisory Grovp, which helps
trein Nationalist soldiers in ts-
ing Anerican equipment, num-
ore 200 to 400 wnen, This
group, too, could be sharply
eauced 3 meceasary, officials
say.

The United States maintalus
a  substantial  euvesdropping
and crypiographic effort ceng

tereq at Shulinlo Air: Base
While sources arc rcluctant to

Taiwan under the mutual
defense treaty between the
Nationalist Government and

the United States.

OExtensive communications-
intellizence facilities to caves-
drop on military corprmnunicas
tions on m%’x‘l!and‘(}hina.
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discuss this intelligence activ-
ity, somne have suggested that
tha information it develops—
on such matters ag the move-
ment of troops and air ualts
within China—hag not heen all
(that valuable. &

Mose vseful, they say, has
beon inferimation on the radar
frequencies air defense facili-
tica for use in the event of
war. Pentagon sourced said this
taurt of informaation could be Gl

‘tained just o5 easily from elec-)

tronic intellience planes and

tlonal waters and air space.
Gverflights ¥ialied
Yieconnaissance flights over

‘miles from China,” one geners

slips operating from interna-

"Ygainland China vere teimi-
‘nated in July to avoid any
Yneident that could interiere
.iv.-'ith President Nixon's planned
lyisit 1o China, The most vilu-

eble  intclligence  information,
however, comes {rom recoil-

naissance  satellite  missiois,
which are continuing.

Experts say China has been
very skillfvl in hiding military
constiuction  from  reconnaiss
sanze cemeras. Raifroad spur
Lnsa to rnissile sites were clev-

it wes  Ciffienli to confirm
China's firat deployment of op-

crational  miedinuerange  mis-
ciles last swuner.
Tactical nuclear  weapons,

crly camouflaged, they 4y, thatl-

primarily nuclear bhombs with
ahout three times the force of
those dropped on Hireshima
land Nagasaki, are the most
'controversial aspeet of the
s American military presence 0
Taiwai.

- Three ¥4 fighter-bombers
abiz to carry nuclear bombs are
pascd at Tainan Air Iase, on
detached duty from the Philip-
pines.

Military planners say that in
the unlikely event of a majar
war with - Ching, Washington
would probably not want to use
Minuternan or ‘Titan 1issiles
fired from the United Stales
since they would have to pass
over-Soviat tereitory on the way
to China. B

1
Weapang te Leave Qkinawa '
'The bulk of nuclear weapons
lthat 1might be cmployed, they
sy, are Polaris missiles on sub-
mnarines in the Pacific, bhombs
stoved aboard Seventh. Flect
carriers ond tactical nuclzer
weapons on Guam and in the
Philippines, Taivwan and South
oren, Additional weapons an
Okinawa ore to b2 remeved be-
ifore the island veverts to Japa-
nese control.

“Taiwan, in ¢ffect, is an un-

sinkable aircraft_carrier 100
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gaid, *wo'd like to keep sume
weapons thera.” .
put ho and otber military
officiale ackuowledged thet if
the White House dacided other-
wise, greater reliance could be
placed on B-52 bombers oper-
ating .from Guam, .
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The specter has been raxsed of a massive breach in
the nation’s cominunications security as a consequence
of the publication by newspapers of top-secret, offi-
cial dacuments from the McNamara study of the Viet-
nam war. Mr. Joseph Alsop, for example, finds that
“the quantity of ‘plain text’ published in the Times
is already so great that the government cryptographers
now consider as compromised all the secret messages
sent in the same period over the same types of codmg
machines.”

One can defer to Mr. Alsop’s familiarity with confi-
dential information, without accepting his judgment
on cryptography Communications securlty in the
US has progressed considerably since World War H.
The old “code wheel” machines, popular at post
World War II consulates and for low-level Navy ship
‘messages, invited “cracking” in the traditional sense,
because they used the same code base every day.
Enough messages and skilled cryptographers could
break the system. Today, all secret messages are sent
by high-speed equipment, and the code is not break-
able. The principle in use is that of the “one-time
pad” —used up and destroyed page by "page. Secret
texts are enciphered with a one-time, random selected
code to produce the coded message.. It is this that is
transmitted. If you have the answer in hand, as Mr.
Alsop points out, you could find the original “one
time” letters. But it is only good for that one message.
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: large part on the fact that the material is
* clagsified information. Accor dingly, the argu-
“mént runs, its publication is highly detiimen-
“tal to U.S. interests, Indeed, there has cven

been criticlsm that the published material |
U.5. codcs )

could enable an enemy to b1 eak U
Maybe so0.

"But pardon a former c1yplo"1aphc1 if he
experiences a twinge of skeplicism about the
government arguments, During the carly and
mid-1950s “ihis wriler served as a so-called top
secret control officer attached to the staff ol

ihe top U.S. naval command for {he easlern .

Atlantic, the Mediterrancan and Europe., The
job chiefly involved enciphering, deciphering
and carefully disseminating classified mes-
sages to and from the command.

"It was an exciting time—because the com-
mand happened to be located in London,
which in those days was a wonderfully fasci-
nating and absurdly inexpensive place for a
'younc' American naval officer, with bhis
sought-after U.S, dollars, to live. The job it-
self, however, top secret messages and all,
was strictly dullsvil]e. The reason simply was
that with one or two rare exceptions, the clas-
sificd messages flying back and {orth belween

“The government’s efforl to stop pubhcatlon ’
‘of the Vietnam war documents is based in

- A prime-cxample of the !ong-windcd'vax‘i-
ely of classified message was a weekly report
to Washinglon, encoded and often classified
“secret,” yet usually composed wholly of ex-

cerpts from local newspapers. Often, a cryp-;

tographer would have the task of pulting into
‘code an editorial that had appearcd three or
four daysiearlier in the Manchester Guardian
or London Times, Sometimes the weekly re-
ports to be encoded would run half & dozen

* shngle-spaced typewritten pages.

The fondness for classifying. messages that
involved such things as the abilities of a par-

ticular admiral's steward or the travels of

Hanson Balwin, it appeoars on reflection, was
not only stupid, making unnecessary work for

cryplographers among other things, but also
somewhat dangerous.

The danger can be illustratcd by recount-

+ Ing events In the message cenfer dwring the

1956 Suez Canal crisis. Because $0 many mes-
sages were transmilted in code during the

" heat of the crisis, and therefore required

- extra time {o handle, ;nany reporis were not

-being routed lo the proper.people in anylhing
like a reasenable period. During the peak of
the crisis, when the message flow Was ex-
txcmo!y heavy,
-for “priority’ handling

were being
phered two days

, deci-
after receipt. Some “‘rou-

many messages designated

et: i/l }4 O]”J 161” nyp 00‘1”9@1 ”‘T‘Cq,ku AU

e e &

Washington and I.nndon and .Le_ndon enq tine” and *deferred’ reports were not han- ~
other places were {rivial, ]ong-\\mdcd and -dled for more than a weok afl ;
generally boring. e week afler receipt. s
¥or the most part, they would nave pro- . dcc];‘c‘l’;c]ll Ijlomc Im;ont Jnel?]&nc'lcih\vcze ngt
duced a big yawn on the face of an) enemy t g m"a 1y hours, (The highest desig-
managing 10 sneak o peak. . nation--"flash” —was supposed {o be 1cserved
" for enery contact reports and never to be in
A few iliustl_atlous from those London days code on the ground that the urgency would
would hardly jeopardize national security in  allow no time for eryptographic handling.
1971 and might just shed some light.on the During the Suez crisis, however, “flash” was
current charges against The New York Times flcquently used--in code and not involving
and The Washington Post. enemy conlact—as a means of trying to ram
Perhdps the most remarkable message, @ report through the traffic jam at the London’
‘for its insignificance, that springs to mind ac. Mmessage center.)
(tually Involved The New York Times. Tho o & Y000 tad & bl °§J°éi§;?§ih"‘£?§é‘ﬁ§
w .
. f }tzci;?u?:; a\\s'iel?lgeff C:‘*ﬁ:‘ﬁﬁ;{;‘;?]‘r?wL?é’i’ daily, this writer can recall only one message ,
{ SN to : .~ that scemed truly vital. It was a report from !
1- from Washington to the London command in-  goypces in Turkey during the early stages of
.. forming it that Mr. Hanson Baldwin, military the Suez crisis, when British and ¥rench o
.affairs editor of the Times, was planning a - forces were staging al Cyprus. It stated that '
trip to London and elsewhere in the area, and ; tunidentified” Jct bombers had overflown -
_-plcase be nice to him, L { Turkish airspace, heading toward Cyprus. (A
" Another memorable olassified correspon- " subsequent message reported that the planes .
> dence occurred shorlly before a change of had turned around and headed back to the
: eommand at the London headquarters, There  Tortheast, a maneuver that personnel in the
‘was an exchange of coded messages between Message center al the time felt may have A
“the iInconilng apd oulgoeing admirals (each averled World War 11I.) P
had four stars) to discuss whether or not they The criticism in recent days that the publi-
should retain each other's stewards. (These cation of the Victnam papers may somchow
- were sailors, black or Filipino, who per-. endanger U.S. cedes may have validity, but .
- formed domestic-type 'work for admirals and  just where that \.a]xdxty lies- is “difficult to -
=y Other high-ranking officers; the. jobs included fathom. P )
J cleaning shoes, waiting on table, making beds. Even a decade and a half ago, codes be- . - : . :
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Staff correspondent of
The C}msuan Science Monitor

Washington

Dlsclosure of pomons of the Pentagon's
war record has raised several securily is-
sues that go far beyond the war. ‘

Because the issue is Vietnam, the very
controversy of that war and the way it was
started has tended to overshadow so iar
the possible sccurity implications of the dis-
closures in the New York Times.

A

Bui officials here see tmse potontlc.l ail-.
ﬁcumes
iginal-

€ Some of the me»oual used was orig
ly encoded, at least several items bein g sent
in very ¢L~ ssifind and closely held forins.
Disclosure: of these messages in thelr un-
coded forra could serve to help owner inter-
ested nations ¢ecipher other messages of
the period that might so far huv eluded
translation.” :

Beyond that, the informatiou made avail-
able cculd scrve to give a great deal of in-
formation about U.S, procedures in c¢ryp-
tography.

© The intelligence material disclos: edt
while not particularly sensitive now i

™
sl

“terms of national sceurily, could serve over-

‘seas analysts interested iIn studying how
V.S, intelligence operates, and give betlier
insight into methods, procedurss, weak-
nesses, and sirengths. -

¢ Some oflicials uChCVC‘ that the disclo-
sures tend to weaken expectations by other
couniries i{hat confidences exchanged with
oficials of the U.S. will remain espected.
. 6 The disclosures may tend to weaken
stil further re spe ¢t by the press for sccurity
classifications imposed by the U.S. Govern-
ment. The present tv ern reinforce L,by the
New York Times series, is for media orga-
nizations or mc.1v;c.ua15 to be their own
arbiters over whether something classified
by the US. Governiment should remain
privileged

Althoagh top-secret md secret material
is supposed fo be closely held and limited
.only to those with requisite clearances and
what'is called “need to know," materials of
2 classified nature have often in the past
been shared by government ofiicials with
‘representatives of the news media.

: Norma.]y speaking, this opractice ha
largely been carried cut at the highest gov-
ernment levels in order to help the press
understand various situations more fully.
It is usually understood that this material
sheuld not be publicly dlaSC)"‘hn?t d because
of its nature.
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Howevcer, in the course of the Vietnam war
there has been a gencral oosening of lonz-
standing Cccurhy practices, More and more,.
persons who- disagree c.‘.no‘ w1‘ch the war
or with other p\_x.,OI'.S in govern me.t have
folt more free to release material damaging
{o those with whom they disapree.

This tendency has been comypounded by an
increasing governi nent willingness, as m
officials see it, ta classify C-\CLSSA\’QI/ ln &
of the most mundane material is routinely
classified. And it is not uncommon for ciassi-
fications to be given merely to Jend impor.

tance. This is parlicularly true of study
papers. : :

‘Cangdizn invelvement

As a result, a cloud of classification hangs
over a great deal of materiel of interest ‘o
the public and perhaps of no cueat advant-
age to any national enemy. It is often said
Jestmxﬂy here that a great deal of classified
material is secret only from the American
.peaple. .
~ Thus the willingness: to classify widely,
and'the accompanying growth of disrespect
for classification, have caused problems
for the last administration as well as the
current one. ) .

Of particular concern now are American
relations with foreizn countries in the wake
of the New York Times disclosures.

Alrcady the Canadians are having an in-
ternal argument over the fact that a Cana-
dian diplomat serving on the International
Confrol Commission carried notes {from
Washinglon to Hanoi in 1864, .

As one source here put it, “The storics
have just about finished the Canadians as
intermedi arxes, as well as we'zkenvnff their
faith in us.’

The question of governmental privacy has
been raised before by other nations dealing
with the United States. Just as there are
allied nations that. the U.S. will not trust
with really important secrets, other nations
now are raaking it very clear that they do
not believe the U.S, tan be trusted with pri-
vate matters, This viev ,point has been par-

ticularly evident lately in relations with the

government of Thailand.

If governments cannot trust cach other
relations becorne both more difficult and
moxe potentwaﬂy dangerous
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{Url—Government officials seem more dis~ themselves ~— would probably not have caused:
- turbed about diplomatic and espionage conse- much reaction.” = ' .
- quences from publication by The New York
Times of the sccret Victnam war history than
by the facts revealed. ’

The Times, howaver, ‘accompanied the three
installments with numerous texts of ‘high-level
. : memos and cables, Many were 1essages be-

Of particular concern to rany officials Is tween Washington and Saigon or other U.S.

the possibility that extensive publication of diplmatoic and military outposts in nldoching. .
' dlplomatsxc"gnd military cable texls might al- gy each case the sender, receiver and dote”
 low the Soviet Union to crack the code of olher o e message were given just before the text.

U.S. communications transinitted during the e . ;

early 1950s. ) No one knows how many of these messages, |
transmitted in code, may have been intercept-
ed by the Soviet Union, Security experts at the
Pentagon- and elsewhere operate on the as--
e sumption that any of them might have been
Others said the series had produced few sur- intercepted, : - . o

prises. ) . They also assume that even the most sophis-.
“Jf The Times had not printed all those ticated code may be broken by a cryptanalyst’
texls,” one official said, *very lillle might who oblains a “‘plaintext,” ot decoded version,
have beon done. Stories about the study — by of messages sent in that code. Once a code:
. R * . . paltern is deciphered, other coded messages’
- ‘sent during that period ~— perhaps to entirely”
differcnt arcas and on entirely different sub-~
jects — might be read. .
For thest reasons, verbalim iexts of diplo- .

matic and mililary messages arc almost never -
reloased and this is why The Times’ printing

of the texts generated concern.

PR

“you may rest assured that no one is read-
~ing this series any more closely than the So-
viet Embassy,” one official said.
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